Abstract. This paper proposes a new approach for assessing the presence of a digital watermark in images and videos. This approach relies on a Bayesian formulation that allows to compute the probability that a watermark was generated using a given key. The watermarking itself relies on the discrete Fourier transform (DFT) of the image, of video frames or of three dimensional chunks of video scene. Two kinds of information are hidden in the digital data: a watermark and a template. Both are encoded using an owner key to ensure the system security and are embedded in the 2D or 3D DFT magnitude of the image or video. The watermark is encoded in the form of a spread spectrum signal. The template is a key based grid and is used to detect and invert the eect of an ane geometric transformation (rotations, scaling and/or aspect ratio change) or in the case of the video framerate changes, aspect-ratio modication and rescaling of frames. It is shown that, for the spread spectrum signal described in the paper, it is possible to positively detect the presence of a watermark without necessarily decoding it, given only the key used to generate it. To do that, the Bayesian approach allows the deduction of the relative logprobability of the presence of a watermark in an image given only the key. All that is required for positive watermark verication is the key. This approach also allows to infer the number of bits contained in the watermark. The performance of the presented techniques and the usefulness of the relative log-probability are shown through various applications and experimental results.
Introduction
The popularity of the World Wide Web has clearly demonstrated the commercial potential of the digital multimedia market and consumers are investing heavily in digital audio, image and video recorders and players. Unfortunately, digital networks and multimedia also aord virtually unprecedented opportunities to pirate copyrighted material. Digital storage and transmission make it trivial to quickly and inexpensively construct exact copies. Therefore, digital image and video watermarking and copyright protection has recently become a very active area of research.
The main idea of the method presented here is to use a Bayesian approach to image and video watermark detection, in order to compute the probability that a watermark was generated using a given key (section 5). All that is required for positive watermark verication is the key. This technique works even when the binary message cannot be decoded; this is interesting, because it suggests that the watermark algorithm can be used either to extract binary messages, or for binding a watermark to the key, i.e. it is not necessary to decode the watermark to verify the ownership.
The watermark used in this paper is a Gold Code based spread spectrum sequence (see section 3) which encodes the message, containing information such as owner identication, a serial number, type of content, etc., or alternatively a hash number to a table that contains these elements. The major advantage of a spread spectrum system is that it transforms the narrow band data sequence into a noise-like wide-band signal, using pseudo-random sequences that are dicult to detect and extract.
The watermark, in the form of a spread spectrum sequence, is embedded in a mid-frequency range of the discrete Fourier transform (DFT) domain of the image or video as a compromise between the visibility of the watermark and robustness to lossy compression and other attacks (section 3). Due to the properties of the Fourier transform and spread spectrum techniques this method resists to spatial and/or temporal shifts, to simple ltering, noise adding, JPEG respectively MPEG compression. However, if the modication suered by the image or video are geometric transformations such as rotation, scaling, cropping, aspect ratio change respectively changes of frame-rate the positions where the mark was embedded also change. In order to be able to synchronize and to decode the message in these cases, a template is used to detect and invert the eect of a general ane geometric transformation undergone by the image, or a shift in the log-log-log map 1 in the 3d DFT of the video prior to extracting the mark (section 4).
Several applications are presented in the second part of the paper, which show the usefulness of the proposed Bayesian approach (section 6).
Background
Most of the current watermarking techniques for digital images, inspired by methods of image and video coding and compression, work in the transformed frequency domain. The reason is that data loss usually occurs among the high 1 The reason not to search for ane transform in the case of videos is that, from one hand the 3D linear transform depends on more parameters and the template search has a high computational cost and on the other hand it unlikely that video frames be rotated or transformed by a random linear transform. frequency components. Hence the watermark has to be placed in the signicant frequency components of the Discrete Cosine Transform (DCT) [1] or Discrete Fourier Transform (DFT) [8, 9] of the image. Some other approaches have been proposed that rather embed the mark in the image in the spatial domain [7, 5] . Geometric distortions are determined manually [1] , using an empirical search [5, 7] , using template-grid and automatic template matching [9] or working in a geometric distortion invariant space [8] .
In the case of video watermarking the challenge is to mark a group of images which are strongly intercorrelated and often manipulated in a compressed form, e.g. MPEG. A rst group of video watermarking methods therefore directly operate on MPEG data to avoid full decompression [4] . Other approaches, less dependent on the type of video compression and more resistant to rescaling, change of frame-rate and re-compression in a dierent format, mark the uncompressed video sequence. Each video frame is then marked individually as a still image or the video is considered as a three-dimensional signal and the mark is embedded into the 3D DFT domain [2] . In another approach, Swanson et al. [13] make use of a temporal wavelet transform of the video; 2D wavelet frames are then marked instead of the original video frames.
One of the key element to make a watermark robust is to embed it in the perceptually signicant components of the image taking account of the behavior of the human visual system (HVS) [1] . Another key element is the use of spread spectrum techniques to encode the information before embedding it in the images [14, 1] . A good spread spectrum sequence is one which combines desirable statistical properties such as uniformly low cross correlation with cryptographic security. It was shown in [11] that m-sequences and Gold Code based spread spectrum sequences perfectly full these requirements.
The Watermark
The approach presented here uses spread spectrum to encode the message, that can contain information such as the owner of the image, a serial number and perhaps ags which indicate the type of content e.g. religion, pornography, or politics, or alternatively a hash number to a table that contains these informations. System security is based on proprietary knowledge of the keys (or the seeds for pseudo-random generators) which are required to embed, extract or remove an image watermark.
Let Dening a set of random sequences v i each corresponding to a bit b i , the encoded message can be obtained by:
where b is a M 1 vector of bits (in 1 form), w is a N 1 vector and G in N M matrix such that the i th column is a pseudo-random vector v i .
Clearly, the eectiveness of this scheme depends on the specic choice for the random vectors v i . It is shown in [11] , how pseudo-random sequences can be used to spread the signal spectrum. In order to despread the signal these pseudorandom sequences need to have good randomness properties, long periods and dierent sequences must be well separated in term of correlation. In other words, the specic choice of method for generating the pseudo-random sequence has direct implications to the reliability and security of the embedded mark.
Maximum length sequences or simply m-sequences perfectly full these requirements. They are the largest codes that can be generated by a shift register of a given length. They exist for all integer values n with period N = 2 n 1 and can be easily generated by proper connections of feedback paths in an n-stage shift register circuit [11] . The auto-correlation function and spectral distribution resemble that of white Gaussian noise. Cross-correlation between shifted versions of m-sequences are equal to -1, whereas autocorrelations are equal to N. Therefore, one alternative to choose v i to encode the message b is to consider an m-sequence v 1 and for each i, v i+1 results from v i by a circular shift of length 1 (each element of v i is shifted to right and the last element becomes the rst).
An other alternative for v i is to use Gold Codes [11, 3] . A family of Gold Codes is obtained using an m-sequence v 1 Gold sequences have the advantage that for a given register length n there are more choices for the \key" than with shifted m-sequences. Indeed, for a register length n, there are 2 n 1 possible m-sequences (2 n 1 possible seed as initial element in the register) but for Gold Codes there is in addition the possibility to choose a dierent decimation q. In addition, it is known that Gold sequences have better cross correlation properties if only part of the sequence is used. This could have implications if the watermark is partially destroyed by image cropping or ltering.
The watermark, in the form of a spread spectrum sequence, is embedded in a mid-frequency range of the discrete Fourier transform (DFT) domain of the image or video. The upper and the lower frequency bound are xed in advance as a compromise between the visibility of the watermark (low frequencies contain the most of the image information) and robustness to lossy compression (which remove high frequencies). Note that for videos the mark can be embedded in the 2D DFT of each frame as for still images or into the magnitude of the 3D DFT of video chunks [2] . In the case of the 3D DFT the third dimension corresponding to the temporal frequencies also has to be taken into account. These frequencies have the following properties. Null or low temporal frequencies are linked to static components in the input scene, while higher frequencies are related to moving objects and varying areas. Therefore again, due this time to a compromise between the static and moving components, a mid range is considered.
The spread spectrum message w is added only to the magnitudes of the DFT and the phase is left unaltered. The strength of the watermark, corresponding to a modulation factor (s w w ! w) can be set either interactively or adaptively as a function of the average and standard deviation of the DFT components of the chosen frequency range. Note, that w contains positive and negative values (it is easy to see from (1) In order to extract the watermark, the DFT of the marked image or video is considered. As the pair of positions of the magnitude components modied is known (it depends on the owner key), there is no need of the original image to extract the watermark. The dierence between the pair-wise coecients allows to obtain a spread spectrum signal w 0 = w+e, where w is the embedded watermark and e is an additive error. In order to decode the message from w 0 , for each i the dot product (\cross-correlation") between v i and w 0 = Generally M N. Moreover the distribution of e can be approximated by a normal distribution with zero mean, so < e; v j > is negligible comparing to N. Therefore, each embedded information bit b j can be retrieved as follows:
Ane transformation resistant watermarking
The watermarking method described in the previous section presents an inherent invariance to spatial shifts for images and videos and/or temporal shift for videos due to the basic properties of the Fourier transform. It also resists to simple ltering, noise adding, JPEG respectively MPEG compression because the spread-spectrum sequences are very robust to noise or partial cancelation. However, if the modication suered by the image or video are geometric transformations such as ane geometric transformation (rotations, scaling and/or aspect ratio change), cropping 3 respectively changes of frame-rate the positions where the mark was embedded also change. In order to be able to synchronize and to decode the message in these cases, a template is used to detect and invert the geometric transformation undergone by the image or video prior to extracting the mark.
The template is dened as a sparse set of positions in the 2D or 3D DFT. These positions are owner key dependent and therefore it is possible to create a reference template during the extraction. The magnitude values at these positions are modied to become local maxima (peaks) in the DFT magnitude domain in order to facilitate the template search process.
4.1 Template Search in 2D DFT. First, all local maxima (peaks) in the magnitude of the 2D DFT are extracted. The geometric transformation is then estimated by a point matching algorithm between the extracted peaks and the reference template points as follows. It is assumed that the more general global transformation applied to an image is an ane transformation (which is a linear transform dened by a 2 2 matrix T plus a translation). Due to the properties of the Fourier transform, the magnitude is invariant to the translation, and therefore the corresponding transformation in the DFT magnitude depends only on four parameters (the coecients of T > ). Consequently, it is sucient to have two pairs of matches between the local peaks and the template points to be able to estimate the geometric transformation. An exhaustive search is performed considering each pair of peaks with each pair of template point. The corresponding linear transformation is applied to all the other template points and the transformation for which there is a maximum number of match between the peaks and the transformed template points is retained. In order to optimize the exhaustive search, only those pairs of matches are considered that satisfy some predened constraints. They concern the distance between the pairs of points, the angle dened by the pair of point and the origin of the DFT (0 frequency) and the order of the points as a function of the distance from the origin, before (reference template points) and after the transformation (the considered pair of peaks). These constraints are based on the assumption that the geometric distortion of the image cannot be very important. Finally, to have a more accurate linear transform, the linear transformation is reestimated using a least median square technique on the set of found matches.
4.2 Template Search in 3D DFT. One alternative is to generalize the above technique for the 3D DFT. However, the 3D linear transform depends on 9 pa-rameters (three matches) and therefore the template search would have a high computational cost. Furthermore, it is unlikely that video frames be rotated or transformed by a random linear transform. Generally, the changes suered by a video are frame cropping, frame scaling and/or changes of aspect ratio, or changes of frame-rate. Therefore, instead of a generalization of the above technique, a log-log-log map of the 3D DFT is used which allows to nd independent scalings along the three axes corresponding to a aspect-ratio change and a frame-rate change. The log-log-log is a bijective function (if the origin (0; 0; 0) was extracted) and it converts the DFT (k x ; k y ; k z ) space to a ( x ; y ; z ) logarithmic space as follows: t = sign(k t ) ln(jk t j); where t 2 fx; y; zg (3) From the signed shifts 4 x , 4 y and 4 z in the log-log-log space obtained by the template matching the rescaling factors s x , s y , s z of the 3D DFT are s x = e 4x , s y = e 4y and s z = e 4z .
Consequently, in the log-log-log map the scalings along the three axes are transformed to a simple 3D shift. This means that in order to retrieve the transformation a cross-correlation step needs to be applied between the reference template and the mapped DFT. However the cross-correlation can be computationally costly, and can be replaced by a point matching techniques between the local peaks and template points. As the 3D shift is dened by 3 parameters, it is sucient to have a match between a local peaks and a template points to be able to estimate it. An exhaustive search is therefore performed considering each peak with each template point, and the corresponding shift is applied to all the other template points. The shift for which there is a maximum number of matches between the peaks and the transformed template points is retained.
The Bayesian Approach for Assessing the Watermark Presence
Consider a binary string extracted b 0 from an image, for which almost all bits agree with a known binary sequence message b which may have been embedded in the image. Generally, one can expect that about 50% of the bits of a random sequence will agree with the watermark. The question that can be asked is: What is the probability that the almost perfect agreement occurred at random? In order to answer this question, consider the probability that a random sequence will have a certain number of bits in common with a given sequence. It is easy to show that this probability is given by the Bernoulli distribution:
N , where N is the number of bits in both messages and i is the number of bits found to be in common.
The implications of this result are quite far reaching. If one decodes a 100 bit watermark and nds that 80% of the bits are \correct" then one can be fairly sure that the watermark was indeed found. This is because the probability of getting 80% or more bits correct is at random is 2:17 10 9 . This is the probability of a false alarm { where one would say that a watermark is present when in fact there is none.
However, generally the original message is generally not known, and a bit by bit comparison between the extracted message (which can be corrupted) and the original one is not possible. Being able to detect a watermark without necessarily being able to decode it, can be therefore highly useful since it can help to prove ownership (the owner of the given key) in the case when due to noise the message can only partially be decoded. One expects that watermark detection will always be more robust than watermark decoding because in detection one is essentially transmitting a single bit of information which is to say whether a watermark is present or not.
In which follows, a new approach is proposed that computes the probability that the watermark was generated using a given key. The basic idea is as follows. A watermark w is embedded in the DFT domain of the image or video. The watermark is a m-sequence or Gold Code based spread spectrum sequence w = Gb (see (1) ) and the extracted watermark can generally be estimated by w 0 = Gb + e, where e is an additive noise vector corrupting the watermark.
Assuming that the noise is approximately Gaussian distributed and applying the Bayesian approach described in [12] , the probability that a spread spectrum signal w 0 extracted from the image I 0 contains a message of length M encoded with the key K can be computed as follows: In a similar way, the probability that no message (a message of length 0) was embedded in the image with a given key K is: Finally, to decide if a given key was used or not to generate a watermark, the relative log-probability: is compared to 0. If P r > 0 a message was embedded with the key K, otherwise no message was embedded with K. To exclude false alarms, a threshold t > 0 can be chosen by accepting occasional false rejections (noisy cases).
Applications of the Bayesian approach
In the following, we show some experimental results and some concrete applications of this Bayesian approach. In our experiments, we used several real images and videos. In each cases we encoded the message \CUI Tests" (72 bit) with the key (seed) 180599. Figure 1 shows the marked images 4 . 6.1 Searching for the message length. We are interested here in determining the message length M using the Bayesian approach. Therefore, we consider a marked image (Lena) and we compute the relative log-probability P r for dierent values of M. It can be noticed in Figure 2 (Left) that the curve obtained for the correct key has reached its maximum at 72 (the correct number of bits), and that it is almost constant (the values vary between -4 and 0) for a wrong key. We have the same behavior as for the second curve if we try to detect the mark in an unmarked image (Figure 2(Middle) ). 4 PSNR is the Peak Signal to Noise Ratio [6] . 
Detecting the presence of the mark. The presented Bayesian approach
can act concurrently to the message decoding, by estimating the probability that a watermark was generated given only the key. It can therefore be used either to extract the binary messages or to bind the watermark to the key. Figure 2 (Right) shows several attempts on the marked and unmarked images to detect and decode the message using dierent keys. We can see that the relative log-probabilities were below the threshold (generally between 0 and -4), excepting, when we used the correct key and the marked image.
6.3 Stirmark attacks. To test the robustness to dierent attacks of our algorithm, we applied the program Stirmark 3.1 5 of Fabien Petitcolas [6] on the marked images. The results are shown in Table 1 . Figure 3 shows the behavior of the relative log-probability (P r ) in the case of some of the tests. The results show that the algorithm resist generally to the dierent attacks (excepting the random geometric distortion) Moreover, they show clearly that the Bayesian approach is more robust (the mark is detected for P r > 1) than the message decoding (ber = 0) even if we accept 6 1/72-3/72 bit error ratio (ber 5%). These few bits can be recovered if we use error correcting codes.
Tests ber = 0 ber 5% ber > 5% Pr ber is the bit error ratio; ber 5% means in our case 1, 2 or 3 bit errors; JPEG means that the results on the corresponding row contains the tests with the modied image without compression and with compression JPEG of a quality factor 90. The enhancement techniques contains Gaussian and median ltering, frequency mode Laplacian removal and sharpening. LT are general linear transforms, RGD is a random geometric distortion. CR is a GIF format based color reduction (no color reduction for the two gray scale images). The variation of the parameters of dierent attacks is as follows: quality factor for JPEG between 10 and 90, scaling between 0.5 and 2; aspect ratio changes (ARC) between 0.8 and 1.2; angles for the rotation with auto-crop to remove zero padded regions (RAC) between -2 and 90; angles for the rotation with auto-crop to remove zero padded regions and rescale to the original size (RACS) between -2 and 90; the percentage of the cropped region between 1% et 75%; the percentage of the shearing along the x and y axes between 1% a 5% the number of the row and/or column regularly removed (RCR) between 1 and 17.
6.4 Dierent size of images. In our method we consider the DFT of the whole image and embed the mark inside a xed frequency band. These frequencies were chosen as a compromise between visibility and robustness of the mark. As we work with absolute frequencies, the choice of the correct mid-frequency band depends on the image size. A frequency band adequate for a given size can be too low for large images, too high for small images. Therefore, for dierent sizes of images we have to consider dierent frequency bands. One possibility is to use normalized frequencies instead of absolute frequencies. As we do not know the original image size during the extraction, working with normalized frequencies requires xed sized block at the embedding, which means that we have to divide the image into blocks or if the block is bigger than the image to pad it with zeros. Another possibility is to choose several (3-5 as a function of the image sizes we want to mark) xed absolute frequency bands, and in function of the image size embed the mark in the more appropiate corresponding frequency band. During Table 2 . Some examples where the template does not resist to the JPEG compression (quality factor 50) and the found transform is not the correct one, however the mark was detected when we try to extract directly the mark.
the extraction, as the image can be cropped or scaled, therefore we do not know the original image size. We thus check each frequency band and estimate the relative log-probability P r for each of them. The correct band will be the one for which P r > t. 6 .5 Using or not the recovered transformation. The template points require a stronger modication of the DFT magnitudes than the watermark since we want to insure that there will be local peaks. In order not to introduce visible artifacts, we choose higher frequencies for the template peaks than for the watermark. Several attacks such as JPEG compression with a high compression rate (low quality factor) aect rst the high frequencies. Moreover, due to the properties of the spread spectrum, the watermark presents good robustness even if it is corrupted or partially considered. Therefore, it can happen that the template search algorithm is less robust than the watermark detection. In this case, if we invert the transformation (which is not necessarily correct or accurate) before detecting and decoding we may obtain a wrong message (see Table 2 ). However, if the attack contains no geometric transformation, the position of the watermark has not changed. Therefore, it is interesting to extract the mark rst without looking for the geometric transformation and compute the relative logprobability. We then search for a geometric transform, invert it, extract again the mark and compare the new relative log-probability with the rst one. We keep the message for which the relative log-probability was larger.
On the other hand, it is also important to estimate the geometric transformation even if the mark was detected without it. Indeed, if the transformation is not very large (small rotation for example), the mark can be detected without inverting the transformation, but with less accuracy (see Table 3 ).
6.6 Resistance of the Video watermarking. In order to test the robustness of the 3D DFT watermarking we use the video sequences compressed with MPEG-2. Figure 4 shows three marked frames for each of them. Both sequence have been encoded from PAL television images with a frame-rate of 25 frames/sec. The frames are of size 352 288 pixels, which is close to the 4/3 TV standard format (352=288 = 3:667=3). The rst sequence, was 1450 frames long (58 s), and the second one, was 1749 frames long (1 min 10 s Table 3 . Some examples where the mark was detected without the template, however the with template we have more accurate results. Fig. 4 . Three marked frames of both considered video sequences. sequences were decompressed before performing any watermarking operation. The tests have been made using blocks of 16 frames long embedding the same watermark and the same template into each block. The results of the tests are shown in Table 4 . Note that here each block was considered independently to test the presented algorithm on a maximum number of blocks. However, in the case of a video, generally the aspect ratio change and/or frame-rate change is the same along the whole video sequence. Therefore, it is sucient to search for the template at the beginning of the video and once the template is detected, that is once the relative log-probability is positive, the obtained parameters can be used to invert the transformation for the next blocks.
6.7 Outliers Rejection. As the video is divided into consecutive chunks of xed length and the same watermark is embedded into the 3D Discrete Fourier Transform magnitude of each block, for a given video one can compute an averaged w 0 or an \averaged" sequence of bits b in order to extract the message. However, some blocks, frames or video blocks can be more aected than others and therefore can be considered as \outliers". Using the Bayesian approach these \outliers" can be rejected easily before \averaging" and in this way the watermark extraction and message decoding becomes more robust (see Table 5 ). Table 4 . The results for the 3D video watermarking approach. The aspect ratio changes (ARC) is 4/3 vs. 16/9; the frame-rate changes (FRC) is 25 vs. 30 fps. In the case of aspect ratio change of the frames, each frame is cropped and rescaled to the original size of the frame.
ARC+ FRC + MPEG-2 rst video second video Averaging the results of all blocks ber = 2:88% ber = 0% Averaging after outliers rejection ber = 0% ber = 0% Table 5 . Example (rst video) where due to the outliers rejection the mark was more accurately detected than with simple averaging.
Conclusion
We have presented here a new approach for assessing the presence of a digital watermark in images and videos, by means of a Bayesian formulation that allows to compute the probability that a watermark was generated using a given key. The watermarking method itself relies on the discrete Fourier transform (DFT) of the image or of three dimensional chunks of video scene. The message is encoded in the spread spectrum signal using an owner key to ensure the security. The properties of m-sequences or Gold Codes were studied and exploited in order to generate this spread spectrum sequence.
In order to detect and invert the eect of an ane geometric transformation (rotations, scaling and/or aspect ratio change) or in the case of the video framerate changes, aspect-ratio modication and rescaling of frames, a point matching based template search algorithm was proposed.
Experimental results show on one hand the eciency and the robustness of our watermark detection algorithm and, on the other hand, the behavior and the usefulness of the added Bayesian measure.
